
GOVERI\MENT OF PLIDUCTIERRY 
TRANSPORT SECRETARIAT 

No. 266 /Tr.Ssctt/201I hrducherry', the 1ol r-- \'r-o;, 

-oRpER 
Sub: Transport Secretariat - Puducherry'- Introduction of Smart 

Card System for iesuing Driving Lioenee and Registration 
Certificato in the Union tenitory of Pufuoherry-Appointrnent 
of SKMA and RKMA Nodal Officers - Orders - trseu€d. 

Ref: Gazette Notification GSR 400(E) dt:31.05.2002 of Govt. of Indiq 
Ministry of Road Transport and lfiglrways, Now Dethi. 

*"*"t'". 

The Minisky of Road Tlarrsport and Highways in the Govt. of krdia has 
decidod to implemont the project of providing Smart Card bassd Driving Lioensor and 
Regishafi on Certifi catos. 

2. In order to develop the Smart Card based technologr usage in Motor Vehicle 
Doparftnent the Govt. of krdia has ent€f,ed into a MOU with National Informatics 
Conhe, New Delhi. While using the Smart Card basod teohnologr it requires socurity 
m€asures and authsntication of Infonnation stored in the Smart Card. For this 
purpose "Key N{anagernent System' is to be applied. This system is based on tlnee 
tiors. whioh are as follows:-

(i) Cenhal Key Gener ation Authority (CKGA)
(ii) State Key Management Authority (SKMA)
(iii) Regional Key I\{anagernont Authority (RKMA) 

(which includes SuFRegional Key Management Autlurity) 

3. "National Informatics Cente" in association with "Price Waterhouse 
Coopers" has developed a SKI Practice Statement (Key lv{anagement Procedures) 
which has been approved by the Minist-v of Road Transport and Highways. Out of 
these abore mentioned tiers in the first phase, the frst Tior nanely CKGA has been 
established at MC-New Delhi, Now, SKMA is to be ectabliehed in the State Motor 
Vehicle Dopartnent. and ths third phase, RKMA is to be established in thc officss of 
Regional Transpod Offrce & Sub RKMA in the offices of Doputy R.egional Traruport 
Offices. 

4. Accordingly, the Govt. of lndia vide its letter dated 11.01.2005 has informed to 
establish SKMA and RKMA and appoint the Nod"l Officers. In thie backgrormd the 
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Tranrport Conmnissioner, Puducherry has proposed to appoint the Regional Transport 
Officer, Puduchetry as the SKMA Nodal Offrcer the Regional Transport Offroer, 
Karaikal and the Motor Vehicle Inspoctor / Assistant Motor Vehiclo Inspoctor in the 
Unit Offices, Ivlahe and Yanam as the RKMA. The Transport Commissioner has also 
roquosted to oommunicato the appointmgt 0rc Nodal Officen to the Nodal Offcer, 
Central Key coneration Authority (CKGA),

-o-f 
National Informatics Cenke, ,,A" Blook, 

CGO Cornplex, New Delhi -110003. 

5. Now, vide tldg order, sanction is acco.ded to establish "State Key 
Managomeflt Authotity" and to appoint Regional' Transport Officer, Transport 
Departnent, Puducherry, as the SKMA Nodal Officer. Sanction is also accorded to 
appoint a Senior Motor !'ehicle Inspector as another SKIr,{,{ Nodal Ofticer to help 
him and to look affer the work of the fir$ SKMA Nodal Ofticcr in his absence. 
Similarll'. the Regional Transport Ofiicor Karaikal and the Motor Vehicle Inspector / 
Assistant fuIotor Vehicle lnrpector in the Unit Offices, Mahe & Yanam are nominated 
to work as the RKMA in their respective offices. The role and responsibilities of the 
SKIr{A have been shown in the rnnexure enolosed herewith. 

5) The concemed Offrcer working as SKMA and RKIvtA will be fully 
responsible to carry out their duties and will be liable for sbingent action for their 
failure to oboy the guidelines issued from timo to time. Tho Transport Cornmissioncr 
is aurhoriz€d to commrmicate the names of the SKMA and RKMA Nodal Offrcers to 
the "Cenhal Key Generation Arrthority (CKGAI'. 

Encl: Arurexue (S,IU,KHANNAJI) 
SPECIAL SECRETARY TO GOVT. (TRANSFORT) 

To 

1. The Transport Conunissioner, Transport Depatnent Rrducheirl. 
2. The Teohnical Director, Government of Indin Ministr.v of Communications 

and lnformation Technology, Department of Information Technology, 
Nafional Informatics Centre, "A" Bloclq CCO Coinplet l,odhi Roa4 New 
Delhi - 110003. 
The Colloctor, Karaikal. 

,l The Regional Administrator, Mahe / Yanam. 
J. The Sertior Lrfornratios Offroer, National Infonnatics Centre, Chief 

Secretariat, Pudncierrv. 
6. The kogramner, Transport Departnenl, hrduchefl]'. 

The Regional Transport OfEoer, Puducherry / Karaikal, 
8. All Motor Vehiole Inspectors, Puducherry / Karaikal i ll{ahe / Yanam. 
9. Spare. 

Copy to:
'Ihe Director, Srationary and Printing 
Puduchenl'. ..... lVith a request to publish this order in the ner:t 

issue of the Govl. Gazette of Puduchenv-



L 

ANNEXURE 

(Compilecl fronr instruction received fronr S,K.SNHA" TD NIC Delhi vide letter No. MC/ Dt:14.lAN, ?005 

The SKI1A Nodal Offrcei', shall accgss and collate the requirements of lalious clas$es of 
N,{aster Koy Cards and AuthoriFx- Card in the State, bassd on the requisitions roceived from RKNIAs. 

and shall forward the requiremurts to CKGA. 

2. On poductions of his proper identiq, slull collect the .{uthor"ity Cards from CKGA. He 

shall snsuro reoeipt of same number & fypo of Authorif Cmds as roquosted for, from CKGA. 

3. Shall acknorvleclge receipt of Authorib' Cards antl Nlaster Cards to CKGA and certifl' safe 

receipi of cards bv courier ,' lax / e-mail to CKGA' 

i. On receipt ofthe cards, he shall lre responsible for managing the distribution of the cards to 

tho trusted agents in the state. 

Shall inform RKN1A Nodal Officel within one working day by Register ed post i fax / e'mail5. 
& asked to collate Authority cards and their PINg from SKMA. and arranged to issue lhe same to 

RK\{A Nodal Officer. 

6. On receipt of acknowledgement of receipt of cards fi'om respectile RKI,{A, slull an ange to 

despatch the PINs to RKMA Nodal t)fficer' 

1. Shall rnaintain RTO wise distribution list for the Authoritl card, containing Authori[ Cards 

details and details of RKMA Nodal Officer to whom Authorit-v cards and PINs have bsen issued, in 

form RTSK3. 

B. The ,{uthority car'd distribution list shall be updated ewty time RKIVIA Nodal Officer 

informing change of ownership of the Authoritv oard or othor partioulars of the existing Authority 

cafds. 

9. Shall ensure annual independent securir-v* audit of the phy sical and IT infi'ashucture of each 

RTO used for issuanco of DL oards. locations of SKlvlA system and safe koeping of Authoritv cards 

is carried out try'the technical audit team of MC or other responsitrle and reputed third paS-. 

10. Shall lisit r.espective RTO fi'om tirne to time to inspect and ensure that DL,R"C card issuance 

process, Authorir.v* card management prooedures and data basod managemont procodures are being 

skiotlv follon-ed. 

11. Shall securiq' store active and back-up SKf,{,{ cards and theil PI}ls in steel safs as 

prescribed, and shall hold one of the two keys to the steei safe. He shall be physically present ever.v 

iime the safe housing active & baclup SKIIA cards and its PINs are accessed' 

12. Shall reset the issuer Authority cards oounter within one working day after recei'"ing request 

from RKMA Nodal Officor for the samo. 
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13. On receipt of request from RKI\{A Nodal Officer for generalion of another set of backup 
Authoriry oarde, due to AuthoriW Card compromiee, SKMA Nodal Offrcet ehall forward the request 
to CKGA Nodal Officer within the period of five working days. 

14. Shall maintain issuing Authority wise list of damage / lost / compromised Althority cards, 
and shall be updated every time a Authority Card damaged i compromised is reported by any issuing 
authority. 
He shall also ensure that the com.promised I damage or faulfy- Authoritl'. Cards are deshoyed 

physioally and logically so that there aro no residual remains of the koy that could lead to re-
construction of the koy. Ho shall also maintain a log off Authorify cards dosfuction activities 
including the number and selial numbels of the Authority cards, the date and time, names and 
desigrations of the truste.d agents / official present. The log shall be p,reserved for period not le$s 
than firc ]ears. The details of the deshuctions of duthority cards shall also be informod to the 
CKGA Nodal officers. 

15. On being ilformed of the Sli\IA key cards conpromised" ttre SKMA Nodal Officers shall 
asoertain ttut tho.SKMA cards has actually being compromised, before Authorising and approving 
the reoovery of the back-up SKMA lr{aster key card. 

IL 
(S.M,KTIANNAJI) 

SPECIAL SECRETARY TO GOVT, (TRANSPORT) 


